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Abstract

We discuss an efficient hardware implementation of the Rijndael
S-box.

1 Introduction

The Rijndael [2] S-box is based on the mapping z — z !, where 2z~ denotes
the multiplicative inverse in the field. There exist several efficient methods to
calculate multiplicative inverses in a finite field GF(2™). In [1], an algorithm
is presented, that is based on Euclid’s algorithm. It has an area complexity
of O(m) and requires 2m time steps. Another possibility is to do calculations
in GF(16). This method is discussed in the next section.

2 The Efficient Construction

Every element of GF(256) can be written as a polynomial of the first degree
with coefficients from GF(16). Multiplication is performed modulo an irre-
ducible polynomial with degree two. Denoting the irreducible polynomial as
x? + Az + B, the multiplicative inverse for an arbitrary polynomial bz + ¢
is given by

(bz+¢) L =bB?B+bcA+ )z + (¢ +bA) (2B + beA + )7L
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The problem of calculating the inverse in GF(256) is now translated to calcu-
lating the inverse in GF(16) and performing some multiplications, squarings
and additions in GF(16). The inverse in GF(16) can be stored in a small
table. We use an optimal normal basis in order to simplify the other oper-
ations. The squaring operation is then a simple rotate (which is for free in
hardware) and the multiplication is rotation-symmetrical and simple. More-
over, we can use the freedom we have for the choice of A and B to select A
equal to the unit element (denoted 1111) and B a value with low Hamming
weight, say 0001. Figure 1 gives a schematic representation of the required
calculations.
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Figure 1: Schematic representation of a hardware-efficient calculation of the
inverse in GF(28).
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In order to implement the Rijndael S-box, the mapping £ — =" must



be followed by an affine transform. This transform can be implemented
directly on the bit level. Probably, it is also possible to save a few more
gates by using an affine transform that requires less gates, but has the same
security level.

3 Conclusion

We did not implement the Rijndael S-box in hardware, nor did we try to
simulate an implementation. If a good VHDL compiler is used, it might
produce already an optimal circuit if the S-box is given as a table. In that
case, the description given in this note has no practical consequences.
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