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We encourage
any readers

with comments,
opposite opinions,
suggestions or
proposals for
future issues to
contact the
CryptoBytes
editor.
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Asymmetric Encryption
Coined  fom pee 1

keyeqponent whichsimpotantiorperf a-

MBENEEesIs

4 OO0 ——
dhecboebadasaddmietaineante
nonzeropsaudoancomaocesandheley.

5 Theseaetsymmetickeyisthengopendedon
tegtedne

AsipieddegamdtePKCSHImehodbns

.0 Key RN

Figure 1. S KCS med  Keys te st
e d KCsAds fon ts 9nH
eHn Sete 6t fr db

AaRSAdaypnanemaiseLmedienyd
et oo o

1 TheloddypeodesoO@

2 ThaeaendtakesteghipeddgodesA
pecgocEcaTdedirayzacs

3 Thebockcamatbeparsed Bestesthedhoe
iessastenghhgpeiszeoodetdn
B 5 mdfud

#methodWe aeunaware o ay redt s
antsmehodinprace Fedghenonzero
boddypecdenearteterdaieldoden

srestette RSAmoduor edudonwloaaur,
eenobyvpdeepreskelThaeae
atkastBAbisaipsaudoandonmessiohwartan
ebadmatckandHedadsatlad There aea
mimumadi6hisaredndenoydoddypeodet
azanddrieross)opoveaderncetet
the farmateddoddesbeanrennered are dly.
However, amman abbessdtesomedte
bisnthefomeatiedbiodareknonn Recantie-
ushyDonCopparaminflshomatioranRSA
pubicexporentaf3andann Hrmodsien
abedatonsat

ghaethecanenadbedEnedian

aedetronstetinomessagesagecinalt "

b ad aeeaypednihtesamepiddeyhe
awoatgH Bt

THE TECHNICAL NEWSLETTER OF

,d te fipt  add te

Readarsneresedinthedevelopmentof PKCS#HL
aecbredohesdosoesttecod s
thsatide

IBM Transaction Security System
I . hePK b
P . I'g
TensadmnSeauySysem(TSS)joa ot
ByauesandkeyiangotOyogghasat
IBM (Johnson, Le, Martin, Matyas, and Wi Ikire)
developedamethodiomeskafor metiedbiod<doe-
feegRSAamyed7g Ak
gamaditeMMWmethodisgveninFgure 2
b dples a&sgen hte pE, ae & thns
1 Bare te ndd 5 g0y & ay aday nb
t leydg b a9

At about the
same time as
the PKCS was
being published,
IBM developed
a public key
extension to
their Transaction
Security System
to support digital
signatures and
key transport.
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Further Enhancements
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PayWord and MicroMint (extended abstract)
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User-vendor
relationships
are transient.
A user might
visit a web site,
purchase ten
pages, and
then move on
elsewhere.
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PayWord is
thus extremely
efficient when
a user makes
repeated
requests from
the same
vendor, but is
quite effective
in any case.

MicroMint
introduces a
new paradigm
for representing
electronic coins
by “hash
function
collisions.”
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Note that
each coin is

a bit-string
whose validity
can be easily
checked by
anyone, but
which is hard
to produce.
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...users and
vendors will
have little
motivation to
cheat in order
to gain only a
few cents...

Our security
mechanisms are
thus primarily
designed to
discourage
large-scale
attacks, such as
massive forgery
or persistent
double-spending.
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...people seem
agreed that hash
function based
constructions

of MACs are
worth having.
The more difficult
question is how
best to do it.
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HMAC uses the
hash function H
as a black box.
No modifications
to the code for

H are required
to implement
HMAC.

You can’t make
good wine from
bad grapes: if
no strengths are
assumed of the
hash function,
we can’t hope
to justify any
construction
based on it.
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A well justified
MAC construction,
in our view, is
one under which
the security of
the MAC can be
related as closely
as possible to
the (assumed)
security
properties of

the underlying
hash function.
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... birthday
attacks ...
constitute the
best known
forgery attacks
against the
HMAC con-
struction. [...]
However,

for reasonable
hash functions,
their practical
relevance is
negligible.
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